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⟵ SRES

TCH DCCH
Kc A8(Ki,	RAND)

A5/0
A5/1
A5/2
A5/3

K 128 HMAC-SHA256(CK	||	IK,	"\x32")

A5/4 A5/3

⟵ RAND
⟶ SRES	=	A3(Ki,	RAND)
⟵ SRES

GPRS-Kc A8(Ki,	RAND)
direction

GEA0
GEA1
GEA2
GEA3 A5/3

K 128 HMAC-SHA256(CK	||	IK,	"\x32")

GEA4 GEA3
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K
SQN
AMF

RAND
AK	=	f5(K,	RAND)

XRES	=	f2(K,	RAND)
MAC	=	f1(K,	SQN	||	RAND	||	AMF)

⟵ RAND AUTN	=	SQN	⊕	AK	||	AMF	||	MAC
MAC

AK SQN

⟶ RES	=	f2(K,	RAND)
⟵ RES XRES

CK f3(K,	RAND)

UEA0
UEA1 A5/3
UEA2

IK f4(K,	RAND)

UIA0
UIA1
UIA2

CK IK

K ASME CK IK SQN AK AUTN

K eNB K ASME

K
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CK IK
K ASME

K NASenc
K NASint
K eNB

K UPenc
K RRCenc
K RRCint

HMAC-SHA256

K NASenc
K RRCenc
K UPenc

K NASenc K ASME K RRCenc K UPenc K eNB

EEA0
128-EEA1 UEA2
128-EEA2
128-EEA3

K NASint K ASME
K RRCint K eNB

K UPint

EIA0
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K D

K D-sess
K D

HMAC-SHA256

LTK
K D

K D-sess
PEK
PIK

K D

ECCSI
SAKKE

⟶ LTK K D Nonce_1
⟺ K D

Nonce_2 K D-sess =	KDF(K D ,	Nonce_1,	Nonce_2)
PIK PEK

⟵ Nonce_2 MAC-I
K D-sess PIK PEK MAC-I PIK

⟶ MAC-I
MAC-I PIK

PEK K D-sess

PIK K D-sess
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⟵ RAND AUTN
MAC-GMM

Ki 128 MAC-GMM
⟶ SRES MAC-GMM

MAC-GMM SRES

Kc 128 HMAC-SHA256(CK	||	IK,
"\x32")

GEA0
GEA4 GEA3
GEA5

Ki 128 HMAC-SHA256(CK	||	IK,	"\x38")

GIA4
GIA5

⟵ RAND AUTN
RES

RES SRES*	=	KDF(CK	||	IK,	RES,	RAND)
⟶ RES*
⟵ RES* XRES*

K
CK IK

CK' IK'
K AUSF

K SEAF
K AMF

K NASenc
K NASint
K gNB

K UPenc
K UPint
K RRCenc
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K N3IWF
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