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				subtle:	SubtleCrypto,
				ArrayBufferView	getRandomValues(ArrayBufferView	array)
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SubtleCrypto
{
				Promise<ArrayBuffer>	encrypt(AlgorithmIdentifier	algorithm,	CryptoKey	key,	BufferSource	data);
				Promise<ArrayBuffer>	decrypt(AlgorithmIdentifier	algorithm,	CryptoKey	key,	BufferSource	data);
				Promise<ArrayBuffer>	sign(AlgorithmIdentifier	algorithm,	CryptoKey	key,	BufferSource	data);
				Promise<boolean>	verify(AlgorithmIdentifier	algorithm,	CryptoKey	key,	BufferSource	signature,	BufferSource	data);
				Promise<ArrayBuffer>	digest(AlgorithmIdentifier	algorithm,	BufferSource	data);
				Promise<CryptoKey	or	CryptoKeyPair>	generateKey(AlgorithmIdentifier	algorithm,	boolean	extractable,	sequence<KeyUsage>	keyUsages	);
				Promise<CryptoKey>	deriveKey(AlgorithmIdentifier	algorithm,	CryptoKey	baseKey,	AlgorithmIdentifier	derivedKeyType,	boolean	extractable,	sequence<KeyUsage>	keyUsages	);
				Promise<ArrayBuffer>	deriveBits(AlgorithmIdentifier	algorithm,	CryptoKey	baseKey,	unsigned	long	length);
				Promise<CryptoKey>	importKey(KeyFormat	format,	(BufferSource	or	JsonWebKey)	keyData,	AlgorithmIdentifier	algorithm,	boolean	extractable,	sequence<KeyUsage>	keyUsages	);
				Promise<ArrayBuffer>	exportKey(KeyFormat	format,	CryptoKey	key);
				Promise<ArrayBuffer>	wrapKey(KeyFormat	format,	CryptoKey	key,	CryptoKey	wrappingKey,	AlgorithmIdentifier	wrapAlgorithm);
				Promise<CryptoKey>	unwrapKey(KeyFormat	format,	BufferSource	wrappedKey,	CryptoKey	unwrappingKey,	AlgorithmIdentifier	unwrapAlgorithm,	AlgorithmIdentifier	unwrappedKeyAlgorithm,	boolean	extractable,	sequence<KeyUsage>	keyUsages	);
}

Promise<ArrayBuffer>	encrypt(AlgorithmIdentifier	algorithm,
																													CryptoKey	key,
																													BufferSource	data)

Promise AlgorithmIdentifier
AlgorithmIdentifier

encrypt

var	aesCbcParams	=	{name:	"aes-cbc",	iv:	asciiToUint8Array("jnOw99oOZFLIEPMr")}

CryptoKey

CryptoKey
{
				type:	"secret",
				extractable:	true,
				algorithm:	{	name:	"AES-CBC",	length:	128	},
				usages:	["decrypt",	"encrypt"]
}

algorithm
CryptoKey
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var	jwkKey	=	{
				"kty":	"oct",		
				"alg":	"A128CBC",
				"use":	"enc",
				"ext":	true,
				"k":	"YWJjZGVmZ2gxMjM0NTY3OA"
};

//	WebKitSubtleCrypto:
//	asciiToUint8Array()	takes	a	string	and	converts	it	to	an	Uint8Array	object.
var	jwkKeyAsArrayBuffer	=	asciiToUint8Array(JSON.stringify(jwkKey));
crypto.webkitSubtle.importKey("jwk",	jwkKeyAsArrayBuffer,	null,	false,	["encrypt"]).then(function(key)	{
				console.log("An	AES-CBC	key	is	imported	via	JWK	format.");
});

//	SubtleCrypto:
crypto.subtle.importKey("jwk",	jwkKey,	"aes-cbc",	false,	["encrypt"]).then(function(key)	{
				console.log("An	AES-CBC	key	is	imported	via	JWK	format.");
});
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//	Import:
//	Generated	from	OpenSSL
//	Base64URL.parse()	takes	a	Base64	encoded	string	and	converts	it	to	an	Uint8Array	object.
var	spkiKey	=	Base64URL.parse("MIIBIjANBgkqhkiG9w0BAQEFAAOCAQ8AMIIBCgKCAQEAwCjRCtFwvSNYMZ07u5SxARxglJl75T7bUZXFsDVxHkMhpNC2RaN4jWE5bwYUDMeD2fVmxhpaUQn/6AbFLh6gHxtwrCfc7rIo/SfDdGd3GkRlXK5xXwGuM6MvP9nuZHaarIyArRFh2U2UZxFlVsKI0pSHo6n58W1fPZ1syOoVEZ/WYE6gLhMMwfpeAm97mro7mekRdMULOV/mR5Ul3CHm9Zt93Dc8GpnPA8bhLiB0VNyGTEMa06nJul4gj1sjxLDoUvZY2EWq7oUUnfLBUYMfiqK0kQcW94wvBrIq2DQUApLyTTbaAOY46TLwX6c8LtubJriYKTC5a9Bb0/7ovTWB0wIDAQAB"
crypto.subtle.importKey("spki",	spkiKey,	{name:	"RSA-OAEP",	hash:	"sha-256"},	true,	["encrypt"]).then(function(key)	{
				console.log("A	RSA-OAEP	key	is	imported	via	SPKI	format.");
});

//	Export:
var	rsaKeyGenParams	=	{
				name:	"RSA-OAEP",
				modulusLength:	2048,
				publicExponent:	new	Uint8Array([0x01,	0x00,	0x01]),		//	Equivalent	to	65537
				hash:	"sha-256"
};
crypto.subtle.generateKey(rsaKeyGenParams,	true,	["decrypt",	"encrypt"]).then(function(keyPair)	{
				crypto.subtle.exportKey("spki",	keyPair.publicKey).then(function(binary)	{
								console.log("A	RSA-OAEP	key	is	exported	via	SPKI	format.");
				});
});

SubtleCrypto

WebKitSubtleCrypto generateKey

SubtleCrypto

wrapKey/unwrapKey

wrapKey/unwrapKey
encrypt/decrypt

wrapKey/unwrapKey
SubtleCrypto

SubtleCrypto
Window

//	In	Window.	
var	rawKey	=	asciiToUint8Array("16	bytes	of	key!");
crypto.subtle.importKey("raw",	rawKey,	{name:	"aes-cbc",	length:	128},	true,	["encrypt",	"decrypt"]).then(function(localKey)	{
				var	worker	=	new	Worker("crypto-worker.js");
				worker.onmessage	=	function(evt)	{
								console.log("Received	encrypted	data.");
				}
				worker.postMessage(localKey);
});

//	In	crypto-worker.js.
var	plainText	=	asciiToUint8Array("Hello,	World!");
var	aesCbcParams	=	{



				name:	"aes-cbc",
				iv:	asciiToUint8Array("jnOw99oOZFLIEPMr"),
}
onmessage	=	function(key)
{
				crypto.subtle.encrypt(aesCbcParams,	key,	plainText).then(function(cipherText)	{
								postMessage(cipherText);
				});
}

CryptoKey Key CryptoKey

HmacKeyParams.length

CryptoKeyPair
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//	Assume	aesKey	and	hmacKey	are	imported	before	with	the	same	raw	key.
var	plainText	=	asciiToUint8Array("Hello,	World!");
var	aesCbcParams	=	{
				name:	"aes-cbc",
				iv:	asciiToUint8Array("jnOw99oOZFLIEPMr"),
}

//	Encryption:
//	First	encrypt	the	plain	text	with	AES-CBC.
crypto.subtle.encrypt(aesCbcParams,	aesKey,	plainText).then(function(result)	{
				console.log("Plain	text	is	encrypted.");



				cipherText	=	result;

				//	Then	sign	the	cipher	text	with	HMAC.
				return	crypto.subtle.sign("hmac",	hmacKey,	cipherText);
}).then(function(result)	{
				console.log("Cipher	text	is	signed.");
				signature	=	result;

				//	Finally	produce	the	final	result	by	concatenating	cipher	text	and	signature.							
				finalResult	=	new	Uint8Array(cipherText.byteLength	+	signature.byteLength);
				finalResult.set(new	Uint8Array(cipherText));
				finalResult.set(new	Uint8Array(signature),	cipherText.byteLength);
				console.log("Final	result	is	produced.");
});

//	Decryption:
//	First	decode	the	final	result	from	the	encryption	step.
var	position	=	finalResult.length	-	32;	//	SHA-256	length
signature	=	finalResult.slice(position);
cipherText	=	finalResult.slice(0,	position);

//	Then	verify	the	cipher	text.
crypto.subtle.verify("hmac",	hmacKey,	signature,	cipherText).then(function(result)	{
				if	(result)	{
								console.log("Cipher	text	is	verified.");

								//	Finally	decrypt	the	cipher	text.
								return	crypto.subtle.decrypt(aesCbcParams,	aesKey,	cipherText);
				}	else
								return	Promise.reject();
}).then(function(result)	{
				console.log("Cipher	text	is	decrypted.");
				decryptedText	=	result;
},	function()	{
				//	Error	handling	codes	...
});

//	Assume	aesKey	are	imported/generated	before,	and	the	same	plain	text	is	used.
var	aesGcmParams	=	{
				name:	"aes-gcm",
				iv:	asciiToUint8Array("jnOw99oOZFLIEPMr"),
}

//	Encryption:
crypto.subtle.encrypt(aesGcmParams,	key,	plainText).then(function(result)	{
				console.log("Plain	text	is	encrypted.");
				cipherText	=	result;	//	It	contains	both	the	cipherText	and	the	authentication	data.
});

//	Decryption:
crypto.subtle.decrypt(aesGcmParams,	key,	cipherText).then(function(result)	{
				console.log("Cipher	text	is	decrypted.");
				decryptedText	=	result;
},	function(error)	{
				//	If	any	violation	of	the	cipher	text	is	detected,	the	operation	will	be	rejected.
				//	Error	handling	codes	...
});



//	Assuming	Bob	and	Alice	are	the	two	parties.	Here	we	only	show	codes	for	Bob's.
//	Alice's	should	be	similar.
//	Also	assumes	that	permanent	RSA	keys	are	obtained	before,	i.e.	bobRsaPrivateKey	and	aliceRsaPublicKey.
//	Prepare	to	send	the	hello	message	which	includes	Bob's	public	EC	key	and	its	signature	to	Alice:
//	Step	1:	Generate	a	transient	EC	key	pair.
crypto.subtle.generateKey({	name:	"ECDH",	namedCurve:	"P-256"	},	extractable,	["deriveKey"]).then(function(result)	{
				console.log("EC	key	pair	is	generated.");
				bobEcKeyPair	=	result;

				//	Step	2:	Sign	the	EC	public	key	for	authentication.
				return	crypto.subtle.exportKey("raw",	bobEcKeyPair.publicKey);
}).then(function(result)	{
				console.log("EC	public	key	is	exported.");
				rawEcPublicKey	=	result;

				return	crypto.subtle.sign({	name:	"RSA-PSS",	saltLength:	16	},	bobRsaPrivateKey,	rawEcPublicKey);
}).then(function(result)	{
				console.log("Raw	EC	public	key	is	signed.");
				signature	=	result;

				//	Step	3:	Exchange	the	EC	public	key	together	with	the	signature.	We	simplify	the	final	result	as
				//	a	concatenation	of	the	raw	format	EC	public	key	and	its	signature.
				finalResult	=	new	Uint8Array(rawEcPublicKey.byteLength	+	signature.byteLength);
				finalResult.set(new	Uint8Array(rawEcPublicKey));
				finalResult.set(new	Uint8Array(signature),	rawEcPublicKey.byteLength);
				console.log("Final	result	is	produced.");

				//	Send	the	message	to	Alice.
				//	...
});

//	After	receiving	Alice's	hello	message:
//	Step	1:	Decode	the	counterpart	from	Alice.
var	position	=	finalResult.length	-	256;	//	RSA-2048
signature	=	finalResult.slice(position);
rawEcPublicKey	=	finalResult.slice(0,	position);

//	Step	2:	Verify	Alice's	signature	and	her	EC	public	key.
crypto.subtle.verify({	name:	"RSA-PSS",	saltLength:	16	},	aliceRsaPublicKey,	signature,	rawEcPublicKey).then(function(result)	{
				if	(result)	{
								console.log("Alice's	public	key	is	verified.");

								return	crypto.subtle.importKey("raw",	rawEcPublicKey,	{	name:	"ECDH",	namedCurve:	"P-256"	},	extractable,	[	]);
				}	else
								return	Promise.reject();
}).then(function(result)	{
				console.log("Alice's	public	key	is	imported.");
				aliceEcPublicKey	=	result;

				//	Step	3:	Compute	the	shared	AES-GCM	secret	key.
				return	crypto.subtle.deriveKey({	name:	"ECDH",	public:	aliceEcPublicKey	},	bobEcKeyPair.privateKey,	{	name:	"aes-gcm",	length:	128	},	extractable,	[
}).then(function(result)	{
				console.log("Shared	AES	secret	key	is	computed.");



				aesKey	=	result;

				console.log(aesKey);

				//	Step	4:	Delete	the	transient	EC	key	pair.
				bobEcKeyPair	=	null;
				console.log("EC	key	pair	is	deleted.");
});

var	password	=	asciiToUint8Array("123456789");
var	salt	=	asciiToUint8Array("jnOw99oOZFLIEPMr");

crypto.subtle.importKey("raw",	password,	"PBKDF2",	false,	["deriveBits"]).then(function(baseKey)	{
				return	crypto.subtle.deriveBits({name:	"PBKDF2",	salt:	salt,	iterations:	100000,	hash:	"sha-256"},	baseKey,	128);
}).then(function(result)	{
				console.log("Hash	is	derived!")
				derivedHash	=	result;
});
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//	Bad	code:
var	subtleObject	=	null;
if	("subtle"	in	self.crypto)
				subtleObject	=	self.crypto.subtle;
if	("webkitSubtle"	in	self.crypto)
				subtleObject	=	self.crypto.webkitSubtle;

window.crypto.webkitSubtle window.crypto.subtle
subtle

window.crypto.subtle window.crypto.webkitSubtle

//	Fix:
var	subtleObject	=	null;
if	("webkitSubtle"	in	self.crypto)
				subtleObject	=	self.crypto.webkitSubtle;
if	("subtle"	in	self.crypto)
				subtleObject	=	self.crypto.subtle;

//	Bad	code:
(window.agcrypto	=	window.crypto)	&&	!window.crypto.subtle	&&	window.crypto.webkitSubtle	&&	(console.log("Using	crypto.webkitSubtle"),	window.agcrypto
var	h	=	window.crypto.webkitSubtle	?	a.utils.json2ab(c.jwkKey)	:	c.jwkKey;
agcrypto.subtle.importKey("jwk",	h,	g,	!0,	["encrypt"]).then(function(a)	{
				...
});

window.agcrypto jwkKey
window.crypto.subtle window.crypto.webkitSubtle

window.crypto.webkitSubtle window.crypto.subtle

//	Fix:
(window.agcrypto	=	window.crypto)	&&	!window.crypto.subtle	&&	window.crypto.webkitSubtle	&&	(console.log("Using	crypto.webkitSubtle"),	window.agcrypto
var	h	=	window.crypto.subtle	?	c.jwkKey	:	a.utils.json2ab(c.jwkKey);
agcrypto.subtle.importKey("jwk",	h,	g,	!0,	["encrypt"]).then(function(a)	{
				...
});
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