Open Letter in Support of Google Employees and Tech Workers

Researchers in Support of Google Employees: Google should withdraw from Project Maven and commit to not weaponizing its technology.
An Open Letter To:

Larry Page, CEO of Alphabet;

Sundar Pichai, CEO of Google;

Diane Greene, CEO of Google Cloud;

and Fei-Fei Li, Chief Scientist of Al/ML and Vice President, Google Cloud,

As scholars, academics, and researchers who study, teach about, and develop information technology, we write in solidarity with the

, joined by other , who oppose Google's participation in . We wholeheartedly support their demand that
Google terminate its contract with the DoD, and that Google and its parent company Alphabet commit not to develop military technologies and not
to use the personal data that they collect for military purposes. The extent to which military funding has been a driver of research and development
in computing historically should not determine the field’s path going forward. We also urge Google and Alphabet’s executives to join other Al and
robotics researchers and technology executives

Google has long sought to organize and enhance the usefulness of the world's information. Beyond searching for relevant webpages on the
internet, Google has become responsible for compiling our email, videos, calendars, and photographs, and guiding us to physical destinations. Like
many other digital technology companies, Google has collected vast amounts of data on the behaviors, activities and interests of their users. The
private data collected by Google comes with a responsibility not only to use that data to improve its own technologies and expand its business,
but also to benefit society. The company’s motto “Don’t Be Evil” famously embraces this responsibility.

Project Maven is a United States military program aimed at using machine learning to analyze massive amounts of drone surveillance footage
and to label objects of interest for human analysts. Google is supplying not only the open source ‘deep learmning’ technology, but also engineering
expertise and assistance to the Department of Defense.

According to , Joint Special Operations Forces “in the Middle East” have conducted initial trials using video footage from a small
ScanEagle surveillance drone. The project is slated to expand “to larger, medium-altitude Predator and Reaper drones by next summer” and
eventually to , “a sophisticated, high-tech series of cameras...that can view entire towns.” With Project Maven, Google becomes
implicated in the questionable practice of targeted killings. These include so-called and that target people
based not on known activities but on probabilities drawn from long range surveillance footage. The legality of these operations has come into

question under international-~ and U.S. law.= These operations also have raised significant questions of racial and gender bias (most notoriously,

the blanket categorization of adult males as militants) in target identification and strike analysis.** These problems cannot be reduced to the
accuracy of image analysis algorithms, but can only be addressed through greater accountability to international institutions and deeper
understanding of geopolitical situations on the ground.

While the reports on Project Maven currently emphasize the role of human analysts, these technologies are poised to become a basis for
automated target recognition and autonomous weapon systems. As military commanders come to see the object recognition algorithms as
reliable, it will be tempting to attenuate or even remove human review and oversight for these systems. According to Defense One, the DoD already
plans to install image analysis technologies on-board the drones themselves, including armed drones. We are then just a short step away from
authorizing autonomous drones to kill automatically, without human supervision or meaningful human control. If ethical action on the part of tech
companies requires consideration of who might benefit from a technology and who might be harmed, then we can say with certainty that no topic
deserves more sober reflection — no technology has higher stakes — than algorithms meant to target and kill at a distance and without public
accountability.

We are also deeply concerned about the possible integration of Google’s data on people’s everyday lives with military surveillance data, and its
combined application to targeted killing. Google has moved into military work without subjecting itself to public debate or deliberation, either
domestically or internationally. While Google regularly decides the future of technology without democratic public engagement, its entry into
military technologies casts the problems of private control of information infrastructure into high relief.

Should Google decide to use global internet users’ personal data for military purposes, it would violate the public trust that is fundamental to its
business by putting its users' lives and human rights in jeopardy. The responsibilities of global companies like Google must be commensurate
with the transnational makeup of their users. The DoD contracts under consideration by Google, and similar contracts already in place at

and , signal a dangerous alliance between the private tech industry, currently in possession of vast quantities of sensitive personal data
collected from people across the globe, and one country’s military. They also signal a failure to engage with global civil society and diplomatic
institutions that have already highlighted the ethical stakes of these technologies.

We are at a critical moment. The Cambridge Analytica scandal demonstrates growing public concern over allowing the tech industries to wield so
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much power. This has shone only one spotlight on the increasingly high stakes of information technology infrastructures, and the inadequacy of
current national and international governance frameworks to safeguard public trust. Nowhere is this more true than in the case of systems
engaged in adjudicating who lives and who dies.

We thus ask Google, and its parent company Alphabet, to:

e Terminate its Project Maven contract with the DoD.
e Commit not to develop military technologies, nor to allow the personal data it has collected to be used for military

operations.

e Pledge to neither participate in nor support the development, manufacture, trade or use of autonomous weapons;
and to support efforts to ban autonomous weapons.
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