


My goals

® Explain anonymity concept and different
networks

® Explain the potential of exploiting
| anonymous networks ina dlfferent way R




What’s this talk not
about?

® Not go deeper in the technical details of
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Me

® Underground: member of the sOftpj group,
sikurezza.org italian mailing list, e-privacy and
communities, and
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You

® Who does personally require anonymity?

® Who have ever used TOR?
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What'’s anonymity

® Anonymity is a state of not being identifiable
within a set of subjects

® Big difference between anonymity and
- confidentiality:




What to protect!?

The sender/receiver anonymity issues

® Who you are ® VWhom you communicate
with

® Where you are located
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Anonymity require
cooperation

® No organization would be ever able to stay
anonymous by itself.
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® Anonymity
o Anonymity use and abuse

® Anonymous Networks




Anonymity use and




Personal use

® Discussion of sensible issues
® sexual attitude
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Corporate use

® Business Intelligence activity

® Stop competitive analysis (r&d,
procurement)
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Government use

® Diplomatic communications

® Where is the ambassador staying?

® Anonymous requests by citizen to law
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Security Research
USAGE

® Security Researchers caught at security conferences
® Dmitry Sklyarov @ Defcon
® Stephen Rombom @ Hope

ias 0 September 2006: Tron @ Toorcon8

. s S e e o oY N *-Se m -.. S | 20Il k L e i I N il s T e e o W AT 7 e L B B e e 0 S e R AR SR
L A e iy Rl e o ey ] P R L I T e e e b i i X TS, i " 3 v 3 &

AR i ) ".-I [ T B R q‘ﬁ'- ' T S Ty . l’:..',-.,.".{l:!"-...;"'::-"'-.""':'u..-.""‘.'-a_'!-"" L DR e ";?'3-"'.--',"'-I ,-": :f ey 5'-""-..';"i‘;:'.l-‘.'"'\"“.l:"-"=’- i = i e e Sei W L ¥ = S ‘ Mt

e ,1.




Abuse (why limits?!?)
® Do only terrorists need anonymity?

® Hotmail & drafts methods!

® http://www.jihadwatch.org/archives/00287 | .php

® Hey... also mafia, pedopornograph, cyber vandals
use TOR!
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http://www.jihadwatch.org/archives/002871.php
http://www.jihadwatch.org/archives/002871.php
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There’s too much
garbage!

® There are tons of anonymous technologies
out there:

® Few projects got success

°
® [ew projects gsrow
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High latency

® Good for store & forward action -> Email
® Anonymous Remailers:

® CypherPunk type I: old technology, old network)
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Low latency

® Good for interactive action ->VVeb Browsing / Chat
® Onion Routing -> The Onion Router (c)

® The biggest anonymous network ever known

I2P (java)




Misc anon networks

AnoNET
Crowds
Invisible IRC
WASTE

Entropy

Jte
SR R

Marabunta
Morphmix
Tarzan
AntsP2P
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The Onion Router




Who did make it?

® USA Department of Defense




Goals

® Deployability for supporters and users

® Flexibility of the protocols

Usability for the users
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NOT Goals

® Not peer to peer

® Not secure against end-to-end attacks

o No protocol normallzatlon (Use prlvoxy’)_ s
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TOR network expansion

Funning routers
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O +unverified Nodes
B +fast unverified Nodes

last 24 months grow of tor routers
http://www.noreply.org/tor-running-routers/totalLong.html

O verified Nodes
M fast verified Nodes
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http://www.noreply.org/tor-running-routers/totalLong.html
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TOR network bandwidth

Total Traffic
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B Read bytes/s B Write bytes/z O Capacity

last 24 months grow of tor bandwidth
http://www.noreply.org/tor-running-routers/totalTrafficLong.html
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Vidalia

8:14 PM



http://vidalia-project.net
http://vidalia-project.net

TOR tipical use

® Protect only the identity &
location of the sender
accessing internet services




A look at exit nodes
traffic

Most http, messaging, pop3

A lot of porn and googling! &
Automated web attacks “ -
Cinema like telnet! ;) e
EVERY EXIT NODE CAN INTERCEPT

NON ENCRYPTED TRAFFIC!

Paranoid but dumb: https://tor.unixgu.ru/
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Anonymous internet
backbone




Changing the rules

® Consider the Internet as a generic transport
media

® TOR as an anonymous backbone

Ly Rt s i 2 -3 7 3 5 - - P Y . ; P . i A e L S PRt R O F Fx A b Ty ™) iy 3 H

X bRl e bt FLLR T e e L e ‘ : . o Y O u SN 0 A A e e S s R e S e SR G Bl g b el R, e M T
g w8 g e Al i, e ) X § 3 N A FWa - il A ok 1 i o sl it R E R L i d o o LI P A Wit wt e gty
'y b ~ AL e R R e e Eabs et o E G0 TRor S bl RE A FRONTL Caeba i i L= SR o A, B et i g ety B ] 2 b el Rl
e e e iy .‘:5.1_._ (el i e o e _j.,_-:':.}*___..;!.\: e __,.n.'.;:._.__‘_t ki i .,:.E_?.F_-:.'-?.! A .",.1'.-..'--.'-'-:_’:’.f‘:;f'-':"r'_:_-.-‘ Tl e s e s A s A T R D R e N




No more 3 trusted party

® Protect the identity & location of the sender AND of the
receiver (server) by accessing hidden services.

INTERNET




Onion LAND

® Hidden services are tcp redirects from the
running tor client

® Hidden services can be exposed behind NAT
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Usability issue

® Make the .onion hostname easier

® Hidden wiki http://6sxoyfb3h2nvok2d.onion

® FreeNODE irc irc://mejokbp2brhw4omd.onion
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http://6sxoyfb3h2nvok2d.onion
http://6sxoyfb3h2nvok2d.onion
http://mejokbp2brhw4omd.onion
http://mejokbp2brhw4omd.onion
http://odkdokdodkdokdod.onion
http://odkdokdodkdokdod.onion
http://odkdokdodkdokdod.onion
http://odkdokdodkdokdod.onion

service limits

® High bandwidth services (video)

® Frequent connections (p2p file sharing)
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Anonymous services

® Develop an anonymous society
® Start doing business with anonymous tools!

® Promote Free and NON-Free anon services:

® Email hosting
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Thinking anon business

® There are many business to be build around
anonymous networks!

® Main issues: availability(b2b) & payment(b2c)
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Anonymous VPN (1)

® VPNs are not so private (identity & location)
High risk context VPNs are useful in
business and personal use

° The anonymous backbone is a nat proof
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Anonymous VPNs (2)

® Example use: Journalism, Public safety, NAT
bypass, hon-democratic country branch

jp— |
1Y,




Anonymous VPNs (3)

® Place privacy enforcement on the firewalls!




Anonymous Messaging

® Email messaging with anonymous network
works really definitely well but...

® No hidden diffused email messaging services
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http://4nc7xi5usjq6z7bc.onion
http://4nc7xi5usjq6z7bc.onion
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Laissez Faire Island




Laissez Faire City @

LAISSEZ FAIRE

CITY

Do you remember Laissez Faire City!?

In 95 a group of cyber/economist fanatic created a new
sovereign international cyber city

-Develo eda prlvacy mfrastructure to aIIow |nd|V|duaI to




Laissez Faire City @

LAISSEZ FAIRE
CITY

® Mailvault - www.mailvault.com - YodelBank -

® DMT - Digital Monetary Trust

® DMT ALTA - Asset Lodgement Trust Accounts



http://www.mailvault.com
http://www.mailvault.com
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Laissez Faire Island

® [aissez Faire Island aims to became a small
piece of land in the sea of anonymity

® VWe want to create and stimulate the

creation of anonymous social environments
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Laissez Faire Island

® |aissez Faire Island require infrastructures!

® Several islands are required to born before
service network can be really effective!




LFI Architecture (1)

® How to implement a Laissez Faire Island?

® Be 100% sure that no one would be able
to discover where it is!
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FI Architecture (

TOR-IN TOR-OUT
entry-node entry-node

O

-

il SERVER FARM

TOR-IN TOR-OUT




LFl Architecture (3)

® TOR CVS simplify the setup

® TransPort 9040 + iptables/iproute2

® DNS servers
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http://p56soo2ibjkx23xo.onion
http://p56soo2ibjkx23xo.onion

We want your island!

® Setup your island!
® Came with us!

T e BUI|C| a redundant and SO|IC| Anonymous
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Laissez Faire Island




An old need

® Before spam, people thought anonymous
email was a good idea:

¢
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LFI MAIL GOAL

® Provide anon email services through a
network of redundant servers located in
many islands of the sea of anonymity
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Escape from TOR

® TOR exit nodes block outgoing SMTP but...
® SMTPS (465/¢tcp) is allowed!

19/35 Mixmaster anonymous

9maller nodes su p ort SMTPS
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http://www.noreply.org/tls/
http://www.noreply.org/tls/

LFI MAIL: anonymix!

RECIPIENT MIXMASTER
EMAIL SERVER NETWORK

5 CHAIN

External outbound

communications made
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LFl MAIL sw

® An email system quick to be setup)
( www.kolab.org )
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http://www.kolab.org
http://www.kolab.org

Still no internet inbound

® Having a unique inbound internet-to-TOR
gateway would expose the system to
Interception

® |nbound connection would require an high

o i
T

% L T
N e

b f inf ti d d th
R e o R R LN S B SR SR LR R e Lt e s D o A e s TR B S e i e
i e B e e Lo LN S R g e Ry e R S R R s



future useful ideas

® Old school shell server
® Conference streaming platform

® Proxy middleware to avoid tor exit issues
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Questlons7

® Contribute and share your passion!

® wiki http://vbp22opdeypalsic.onion
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